Welcome to the 409th Contracting Support Brigade
This page is intended to provide new arrivals and their sponsors with a “one-stop shop” for IT Inprocessing: 
Initial IA Training
Step #1:  Create AKO Account
Step #2:  Create ATCTS Account
Step #3:  Complete Army-Mandated Annual Information Assurance Training
Step #4:  Complete Additional Required IA Training
Step #5:  Acceptable Use Policy

Initial IA Training
STEP #1:  Create AKO (Army Knowledge Online) Account:  Go to https://us.army.mil and follow the steps to create a new account.
Every Army system user must have a user.name@us.army.mil account.  If you have an active AKO Account, go to the next step.

STEP #2:  Create ATCTS (Army Training & Certification Tracking System) Account:  Go to https://atc.us.army.mil  click on “register” at the top right hand corner and complete the “User Registration Form”.  
For “Unit Placement” click on “Search for Unit” and type in 409 and select from the choices offered.
	For “Signal Command” select “US Army Europe”
The ATCTS account will store and record completion for your IA training.  Does not have to be redone if ATCTS shows your last training completion has at least six months remaining.

Step #3: Complete Army Required Information Assurance Training:  Go to https://ia.signal.army.mil click on “Mandated IA Training” in the middle of the page.
	Complete 
Step One: Training and
	Step Two:  Army Required Exam (Annual DoD Cyber Awareness Challenge Exam) 

Step #4:  Additional Required IA Training:  These training packages do not have to be redone if the user has certificates demonstrating completion within the last two calendar years.
	Phishing Awareness Training:  https://ia.signal.army.mil/usermngmt/examPage1SSO.asp

			The following are available at: https://iatraining.us.army.mil
WNSF – Portable Electronic Devices and Removable Storage Media v2.0
	WNSF - Safe Home Computing
	WNSF - Personally Identifiable Information (PII) v1.0
	WNSF – Phishing Awareness v2.0

Step #5:  Acceptable Use Policy 
Digitally sign the acceptable use policy form and upload this document to your ATCTS account.  Ensure that the date selected on the AUP matches the date signed.
AUP with Digital Signature Block

Step #6:  DD2875 System Access Authorization Request (SAAR)
Digitally sign the SAAR, forward to your supervisor for digital signature.  Have your supervisor forward it to the Information Assurance Manager (IAM).  After SAAR is returned from the IAM and Security Manager, upload to your ATCTS account.
NIPR DD2875 SAAR 



Security In Processing 
STEP #1 Security In Processing Worksheet
STEP #2 NATO Security Brief
STEP #3 DA Form 2962, Security Termination Statement
STEP #4 SF 312, Classified Information Non-Disclosure Agreement
STEP #5 Provide Documents to the Security Manager

STEP #1 Security In Processing Worksheet:  Print out and complete a paper copy of the Security In-Processing Worksheet provided below:
In-Processing worksheet-new (3)

STEP #2  NATO Security Brief: View the NATO Briefing slides provided below:
NATO_indoc slides
Print out a paper copy of the NATO Brief Certificate (blocks 1-7 only), the debrief portion will be signed when you depart.
NATO Brief Certificate
  
STEP #3
Print out the DA Form 2962, Security Termination Statement and complete PART 1 – Basic Information ONLY.
DA 2962
 
STEP #4
Print out the SF 312, Classified Information Non-Disclosure Agreement and complete Block 11 including your Signature, Date, SSN, information below Block 11, have your sponsor sign as your ‘Witness’.  
SF 312

STEP #5
Scan, email, or hand deliver all (4) documents in .pdf format to the attention of the Security Manager.  All must be in individual .pdf file format (LASTNAME) worksheet.pdf, (LASTNAME) NATO Brief.pdf., (LASTNAME) DA 2962.pdf, (LASTNAME) SF 312.pdf   **IMPORTANT** Security documents contain PII so your sponsor should send to the Security Manager in encrypted format.
 

